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#s14 SHRC Case Scenario

This Case Scenario is fictitious.

1  The applicant in this matter is Mama Haibo, a 42-year-old sales assistant. She
has been married out of community of property to the respondent, Tata Haibo,
since 2011. They have two children, Rain and Summer, who are eight and five

years old, respectively.

2 Mama Haibo has instituted divorce proceedings against Tata Haibo. In her
particulars of claim she avers that the reason for the irretrievable breakdown of
the relationship was, among other things, that Tata Haibo was prone to fits of
rage and violence, that he drank excessive amounts of alcohol, and that he was
physically abusive and on one occasion made a verbal threat on Mama Haibo’s

life.
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Tata Haibo filed a plea in response to Mama Haibo’s particulars of claim in which
he denied each one of the allegations against him. He pleaded that even though
he conceded that he would occasionally lose his temper and shout, he would not
become physically aggressive against either Mama Haibo or the children. He
also conceded that he had on one occasion threatened Mama Haibo while he
was upset, but that this should not have been construed as a threat on her life. It
was merely an unfortunate statement uttered in a moment of anger and was not

intended as any genuine threat.

In a counterclaim, Tata Haibo admitted that the relationship had irretrievably
broken down but averred that the grounds for the breakdown were that Mama
Haibo was emotionally and verbally abusive, would scream at Tata Haibo and at

the children, would drink excessively and neglected the children.

Shortly after serving summons against Tata Haibo, Mama Haibo left the

matrimonial home together with Rain and Summer using a Toyota Fortuner to
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drive away while Tata Haibo was out with friends one night. The Fortuner was
purchased by Tata Haibo using his funds but was driven on a day-to-day basis
by Mama Haibo, who would use it to drive to work and to take the children to and

from school as well as their extra-murals.

Mama Haibo sent a text message to Tata Haibo telling him that she had left with
the children. She indicated in the message that she would not disclose where
she would stay in the interim and warned Tata Haibo not to try find her or the

children. She ignored the messages that Tata Haibo sent her in response.

Tata Haibo initially brought urgent proceedings to the Children’s Court to ensure
the return of the children and accused Mama Haibo of kidnapping the children.
However, he subsequently withdrew his urgent application. In correspondence

his attorneys notified Mama Haibo’s attorneys of the following:
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The Toyota Fortuner is owned by Tata Haibo, but in the best interests of

the children he will not bring a claim vindicating the vehicle.

The Fortuner is fitted with a GPS tracking device and a dashcam, which
were installed by the manufacturer. These devices are connected to an

application (App) on Tata Haibo’s phone and transmits data to his device.

Tata Haibo withdrew his urgent court application because he was able to
discern, using the GPS tracking device, that Mama Haibo was staying

with her mother. The urgent application had become unnecessary.

The dashcam also had a built-in microphone and some of the
conversations in the vehicle had been recorded. This corroborated Tata
Haibo’s claim that Mama Haibo was verbally abusive towards the children
and transcripts of these recordings would be used as evidence in the

divorce proceedings.
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Tata Haibo’s attorneys included a copy of the recordings and transcriptions,
which included date and time stamps. These recordings demonstrated that over
the course of at least a year, and after she left the matrimonial home, Mama
Haibo would frequently raise her voice at the children, swear at them and
threaten them. Among other things, Mama Haibo shouted at the children that if
they returned “home to Daddy, we will all f***n die!”. In a couple of the recordings

one can clearly hear Mama Haibo smacking one or both children.

Mama Haibo now seeks an order for the removal or disconnection of the GPS
tracker and the dashcam and an order declaring the dashcam recordings and
transcriptions inadmissible as evidence in the divorce proceedings, or in any
other litigation against her. She argues that these constitute a serious
infringement of her right to privacy. They also deprive her of the ability to use the
vehicle, to the children’s and her own detriment. Referring to Tata Haibo’s history
of aggression and violence, Mama Haibo indicated that she feared for her

children and her own safety, noting that Tata Haibo was able to track her
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movements and whereabouts in real time on his cell phone, posing a serious
threat at any time. She also argued that the recordings of the dashcam
constituted an infringement of her privacy as well as an infringement under
section 2 of the Regulation of Interception of Communications and Provision of
Communication-Related Information Act 70 of 2002, and that Tata Haibo was not

entitled to the use of this information in court proceedings.

Tata Haibo opposes these proceedings. He emphasises that the GPS tracker
and the dashcam were features that were installed by the manufacturer, not him,
and are safety devices that are for the benefit of Mama Haibo, but more
importantly the children. He argues that in the event of an accident or hijacking it
would be easy to determine the location of the vehicle, and its occupants, for any
rescue or recovery purposes. The importance of these devices for the purposes
of safety should not be underestimated and is a compelling reason to retain them.
Tata Haibo also claims that his access to the dashcam recordings was

serendipitous and was not intentional. He did not realise that he could access
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this information until a friend in the technology industry mentioned the App to
him. There was therefore no intention to intercept any communication or

information about Mama Haibo or the children.

Tata Haibo denies that the devices constitute an infringement of Mama Haibo'’s
privacy. He submits that the GPS tracking of vehicles is commonplace, with many
insurance companies offering lower rates on vehicles that have tracking devices
installed in the vehicle. The dashcam is also a commonplace feature designed
to collect information in the event of an accident. If someone caused an accident
because of reckless driving, for example, it could hardly be argued by that driver

that the evidence is inadmissible or constitutes an infringement of their privacy.

He also points out that regardless of whether the collection of the vehicle data
constitutes an infringement of Mama Haibo’s privacy or not, the recordings do in
fact constitute evidence of Mama Haibo’s assault of the children, a criminal

offence. He argues that it is in the best interests of the children that the evidence
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be admitted and that the dashcam be retained in the interests of their safety and
under the principle of accountability. Insofar as Mama Haibo does not abuse the

children in any way, she has nothing to fear in respect of the recordings.

Considering the alleged infringement of privacy, Tata Haibo makes the following
with prejudice offer: he would uninstall the App on his phone and would not
personally track either the movement or the recordings of the vehicle. Instead,
Tata Haibo’s attorney, or an independent third party, would be given access to
the App and would record all the information for the benefit of either party, which
would be used only in the event of an emergency or in the event of a commission
of a crime. He indicates that this should allay Mama Haibo’s baseless fears that

he would use the information collected by the devices against her or the children.

In her replying affidavit Mama Haibo rejects this offer as unsatisfactory, indicating
that the mere surveillance of the vehicle constitutes an infringement of her right

to privacy. Regardless of whether Tata Haibo had the necessary intention or not
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to install the devices on the vehicle, the point is that upon discovering that he had
access to this information, he intentionally downloaded the recordings and the

location of the vehicle. She persists in her claim.

15 Access to Justice South Africa has been admitted as an amicus curiae. As an
organisation that focuses on restorative justice and has a special interest in

preventing domestic violence, it deposes to the following:

15.1 Intoday’s world a significant portion of our information, including personal
information, is recorded without any awareness or notice. For example,
some providers of virtual Maps keep a historical record of a person’s
location to provide a better service to the customer. Photographs taken

on a cell phone also contain location data as part of their metadata.

15.2 Although seemingly innocuous, this information can be gathered and

used maliciously. A person responsible for domestic violence may use
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this information to track down a victim. This constitutes not only a breach
of the right to privacy, but also the right to freedom and security of the

person enshrined under section 12 of the Constitution.

On the other hand, this information can be used for beneficial purposes.
It may be used for example to track victims of unlawful abduction or

kidnapping.

One of the central features of the problem is that this information is often
recorded without the subject of the information being aware. This is
indeed the case in this matter, where neither Mama nor Tata Haibo were

initially aware that the vehicle recorded all this information.

The amicus submits that the collection and use of this information is an
infringement of privacy. But this cannot be the end of the matter because

evidence of abuse against children should not be stifled in the name of
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privacy. Rather, a court should have the discretion as to whether to use
the information or not. This should follow the ordinary principles set out
in legislation and considering the rights in the Bill of Rights: information
should not be collected without a judicially obtained warrant, or unless a
police officer has reasonable grounds to suspect that an offence is being
committed and reasonably believes that a warrant would be granted in
the circumstances but cannot be obtained. No person may be subjected

to surveillance in the ordinary course without any reason.

16 Having read through the papers, the court has asked for submissions on the

following points:

16.1 Does the mere collection of information by the tracking device and/or the
dashcam constitute an infringement of the right to privacy as enshrined

in section 14 of the Bill of Rights?
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Does Tata Haibo’s access and use of the information gathered by the
above devices constitute an infringement of the right to privacy of Mama

Haibo and the children?

Does the mere collection through the installation process and/or the
access and usage by Tata Haibo constitute justifiable limitations to the
privacy rights of Mama Haibo and the children in terms of section 36 of
our Constitution? Must these collection devices be disconnected or
removed or will barring Tata Haibo’s access and usage suffice to ensure

lawfulness prevails if privacy and dignity rights are indeed violated?

If the devices are not disconnected or removed, should it be open to a
third party or an attorney to collect the information recorded by these
devices for use in an emergency or in the event of the commission of a

crime?
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16.5 Should the information that has been gathered by Tata Haibo be
admissible as evidence against Lara, either in civil or criminal

proceedings?

16.6 Does the fact that Mama Haibo put forward no cogent evidence to
demonstrate that Tata Haibo is violent towards her, or the children

change any of the circumstances above?

SHRC Chief Registrar

SABWIL Human Rights Court
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